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VMWare System Administrator 
 
 
Position Requirements: 
Educational: Equivalent to a Bachelor’s degree from an accredited college or university with 

major course work in Computer Science, Management Information Systems, or a closely related 

field. 

 
General Experience:  
Two to five years of experience in the management, maintenance, and sustainment of VMWare 

and virtualized server environment and hosted applications. At least two years of qualifying 

experience must have included managing successful large scale, multi-discipline, technology or 

service oriented projects involving virtual servers. Strong knowledge of VMWare virtualization 

methodologies and underlying technologies. Experience in applying information security as 

outlined by FISMA is a must. 

 
Specialized Experience:  
 

 VMWare System Administration, VMWare 
 Certification, CompTIA Security+ Certification. 

 
 
Job Description:  
Performs professional level work in computer systems management and administration. Plan, 

design, develop, install, configure, test, de-bug, administer, maintain, upgrade and document 

computer systems environments (Test, Development, Acceptance and Production) to 

requirements. Position requires research skills, effective communications and ability to 

collaborate with team members and stakeholders, providing constructive feedback as necessary. 

Must have ability to participate in on-call rotation and provide assistance outside of 

normal working hours. 
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The qualified candidate will install, configure, administer and manage the VMWare 

infrastructure in the hosting environments.  Develop and maintain standard operating procedures 

and associated standardization plans for virtualized hosting administration and appropriate use. 

Provide technical support for incident management and problem solving to ensure customer 

satisfaction. Perform comprehensive system tests to ensure conformance with hosting 

requirements and customer specifications. Performs performance optimization and recommends 

tuning. Performs systems backups and test restores. Perform internal network connectivity and 

security audits and provide system performance metrics as required. Coordinates and performs 

all required system updates and patching to the VMWare systems hosting infrastructure. 

Maintain a secure hosting environment in compliance with FISMA and IA guidelines. Comply 

with all change management policy and procedures. 

 

Other: 
- Government Security Clearance a PLUS 
- US Citizenship required 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


